Notes from the COE Architectural Oversight Group (AOG) Meeting, 11 January 2002
1.
Mr. Rob Walker (COE PM) opened the meeting with the announcement that he will be prepared to present his COE 5.x view/strategy at the February AOG meeting. 

2.
Ms. Julie Mintz (COE Production Engineering) briefed COE Production Engineering status; briefing highlights follow:


a.
Generic e-mail address
· In the future, briefings posted to the COE web pages will no longer contain POC information for the briefer.  Instead, in accordance with the latest DoD guidance, a generic e-mail address will be provided (e.g., CoeEngineering@ncr.disa.mil )
· If you know the e-mail address or phone number of the person at DISA that you would like to contact, please continue to use that information; it just cannot be posed on public web pages any more.


b.
Unified Build
· UB 3.0.2.5P13
· Scheduled for delivery NLT 25 January 2002
· Rollup of the following already-delivered patches: FOTCUI 1.0.0.6, TREFIX 1.0.2.0, TWCFIX 1.0.0.1, TRNMDU 1.0.0.0, IDBFIX 1.0.0.7, AMDXED 1.0.0.4,SECFIX 1.0.0.0
· UB 3.0.2.5P14
· Content list still under discussion.  Candidates include AA fixes, GCCS-M sponsored TDBM/troubleshooting changes
· Schedule will be announced once content is defined

c.
Kernel Patch 4.2.0.0P7
· Kernel Patch Segment, Developer’s Toolkit and NIS+ Admin Tool
· Contains GSPR fixes, corrections to kernel API set
· Tested using both 3/00 and 7/01 Solaris 8 (Note:  Tiger Team is using the April ’01 version)
· Beta available on JPL community ftp site mid-January, pending resolution of patch “Requires” logic issue
· Final delivery TBD, based on Tiger Team direction; current list of fixes is provided in the below table
	GSPR
	Priority
	OS
	Title

	D11218
	1
	HP, Sol
	UNIX 4.2.0.5/4.2.0.0P5 creates world writeable files

	D90802
	3
	HP, Sol
	Disk Manager unmount action requires confirmation

	D10547
	3
	Sol
	Profile can be lost during a reboot

	D10192
	3
	Sol
	Problem w/SAShutdown & SAReboot

	D11126
	3
	HP, Sol
	MakeInstall –u doesn’t work for uncompressed patch

	D11127
	3
	HP, Sol
	PostInstall is run with wrong Group ID

	D11128
	3
	All
	Custom features problems with multiple segments

	D11146
	3
	HP
	Disk Manager improperly creates shares on HP

	D11147
	3
	HP
	Net Server improperly creates shares on HP

	D11231
	3
	NT, W2K
	NT domain user directories hard-coded to PDC

	D11357
	3
	NT, W2K
	Windows CLIs written in Perl do not handle spaces

	D11217
	3
	NT, W2K
	Windows COE_LaunchProcess improperly handles arguments

	D11282
	3
	All
	Installer uses patch version in Requires

	D11283
	3
	NT, W2K
	De-installing patch on Windows crashes Installer

	D11284
	3
	NT, W2K
	COESegInstall memory release bug

	D11358
	3
	All
	Template groups crash COE Installer

	D11359
	3
	Sol
	Need to handle stdout/stderr in APM system calls

	D11360
	3
	All
	CDS memory leaks

	TBD
	3
	Sol 8
	Solaris 8 shutdown hangs with NIS+ Admin

	D11015
	4
	All
	VerifySeg warnings for COTS bin/data directories

	D11016
	4
	All
	MakeInstall Conflicts errors for bundles

	D10385
	4
	NT, W2K
	APM GUI does not repaint properly on Windows

	D10745
	4
	NT, W2K
	COEPromptPasswd Maximum Length

	D11054
	4
	NT, W2K
	Windows Segment Installer shows two P5 patches

	D11125
	4
	HP, Sol
	Installer only detects tar errors on tape

	D11145
	4
	HP, Sol
	Net Server does not completely unload Aggregates

	D11240
	4
	Sol
	Blank lines in vfstab crash Solaris Disk Manager

	D11208
	4
	NT, W2K
	MakeInstall for Windows requires CLI mode

	D11228
	4
	All
	VerifySeg incorrectly validates process paths

	D11229
	4
	All
	COEInstaller incorrectly handles process paths

	D11230
	4
	NT, W2K
	Windows MakeInstall needs trailing backslash

	D11285
	4
	HP, Sol
	MakeAttribs warnings on directories

	D11286
	4
	All
	DB Helper Function clean-up error



d.
Ongoing Activities
· I&RTS 4.2
· Being reviewed by technical editor
· Last minute changes in final developer coordination
· Windows Segmentation CBT
· Developer is incorporating changes requested after review of beta; updated version will be provided to AOG members for review (provides overview of both full and abbreviated segmentation)

e.
Upcoming Events
· COE Developers’ Technical Exchange tentatively scheduled for 14-16 May 2002 in Northern Virginia (Venue still TBD and date to be confirmed; so don’t buy plane tickets yet!)
· First two days are technical presentations, with the third day set aside for technology day with vendor discussion panels, demos, etc.
· COE Release 4.6
· Pending AOG approval, delivery date will change from 5 April to a date after the Tiger Team effort is completed (probably mid-May 2002)

· Goal is to ensure that 4.6 contains the Tiger Team- validated software baseline

· This is the first step towards a content/quality-driven release cycle (vice every six months)


f.
ACAT (Automated Compliance Assessment Tool) Discussion
· As discussed last month, COE Engineering Office financial and technical resources are inadequate to complete the CheckCompliance tool in a timely manner
· The Toolkit TWG suggested that published algorithms might meet the community’s need to be able to test segments prior to delivery to DISA
· Are DISA’s test algorithms complete enough to provide for a repeatable process?
· Is the joint community prepared to modify priorities or provide resources to address completion of the ACAT capability?  Note:  AOG response was that the community can live with the algorithms, provided that the application of the algorithms and the interpretation of the results be fully documented by DISA.  Additionally, Mr. Rob Walker tasked the Toolkit TWG to make recommendations on:
· A mechanism for distributing DISA’s test scripts
· An efficient mechanism for informing the community about changes to/availability of new or updated scripts

g.
Java2 Segment Issues
· Segments are continuing to increase in size (currently around 350Mb), not only due to new versions, but the need to also package in OS patches and font packages (Java 1.3.1.02 requires certain font packages to be loaded for certain applications to work)
· Can we retire any of the older versions?
· Do the segments need to be packaged differently (e.g., break out the JREs) to save space?
Note:  The COE Engineering Office will send out an e-mail to the AOG specifying the JRE versions in the current JAVA2 segment.  The e-mail will also solicit the community’s input regarding whether or not the Java segment packaging strategy needs to be revisited.  And oh, by the way, J2SDKs will likely be packaged differently than the current Java segments.

h.
J2EE Server Status
· DISA’s original plan was to have several levels of application servers in the COE (freeware, low-cost, Cadillac)
· JBoss was identified as a freeware solution, but the segmentation has been postponed indefinitely because of legal issues
· BEA is segmenting WebLogic Server v. 6.1 for Solaris 8, Win2K, HP 11.0
· Distributed Computing TWG Chair will be asked to brief the J2EE “landscape” at the March AOG
3.
Mr. Wayne Duke (representing Navy) presented an overview of the COE 4.5 Tiger Team effort; briefing highlights follow:

a.
Tiger Team Overview
· The COE Tiger Team (TT) was established to accelerate development and integration of COE 4.5 foundation components such that systems could start their formal integration, certification, operational test, and fielding processes in a timely manner

· Same process that was use to “shape-up” both 2.X and 3.X baselines

· Success criteria:

· Close all pri-1/2 GSPRs

· Full 3.X functional parity

· All new functionality properly working

· All stability, reliability, and performance issues addressed


b.
TT Leadership Matrix
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c.
TT Software Baseline
· Solaris-8 (Apr ’01 version) and W2K are targeted baselines

· HP and NT will be delivered after TT completion based on recompilation of above baselines

· Kernel Version: 4.2.0.0 P6 - Initial foundation; P7 after 1st TT Engineering Drop; potential P8 after 2nd TT Engineering Drop

· Integrated C4I System Framework (ICSF) Version: 4.5 P2 (beta)

· XIS/XISMI version 4.5.0.2 (beta)

· Infrastructure Services (e.g., OS Patches, Webbr, Java2, security, etc.)

· CCE/CME (Common Comms Extensions / Common Maritime Extensions)

· CNTP (Common Network Time Protocol – currently a GCCS segment used to synchronize multiple workstations)

· MTC (Multi-Tadil Capability), Tadil A/B, TBMD/TMSC (for system test only) with initial configuration

· CST (COP Sync Tools) – March delivery

· Additional Mission Applications will be loaded during the TT.  Purpose is to stress the foundation components.

· Introduction of additional common segments for test will occur as baseline matures

· On site test & fix with common segment developers will occur only after substantial stability/reliability are seen in the foundation   (Note: Air Force ATOX and SCTD segments are among the mission applications being sought)


d.
Build Process
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· Development Team will:

· Provide initial software 3 Jan 02
· Validate individual unit level fixes and then roll-up into weekly patches with ReadMe docs and an incremented version number
· Test Team will:

· On the Development/Unit Test LAN
· Conduct unit test of new fixes (collaboratively with developer)
· Test load patches prior to installation on “system LAN”
· System Test LAN
· Evaluate fixed STRs, conduct regression testing (coverage measured by test case functions)
· Two test suites, plus 4.5P2 reference and 3.X mini-suites
· Organize and direct a stress test prior to external TT release
· Test specific requirements: multi-monitor/UTC support, Remote Install, Discretionary Access Control, merge host & other TBD requirements
· Participants:

· DISA SSCSD, COE-M, plus on-site GCCS engineers and hardware to support TT

· On-site key dev teams to work hand-in-hand with test engineers to isolate problem causes and to make fixes
· Customer Release – Occurs 3 times, posted on FTP server, full regression testing and performance / stress testing

· Mission Applications Introduction

· MTC, Tadil A/B, TBMD/TMSC (for system test only) with initial config

· Intro of add’l common segments for test will occur as baseline matures

· As mission applications are added, relevant services / agencies will be added (e.g., GCCS‑M, TBMCS, etc.)

· On-site “test & fix” with common segment developers will only occur after substantial stability/reliability seen in foundation


e.
TT Configuration Management (CM) Process
· Tiger Team CM will be conducted outside the normal DISA CM process, like that of a development team
· The COE-M STR database will be the CM tracking tool used by the TT
· The CM will include all TT generated PRs will plus a base load of all open PRs from DISA, COE-M, and DISA SSC databases for the foundation components
· Weekly GSPRs pulls to get problems found outside the TT
· PCRB will continue to review new externally submitted GSPRs but forward to Tiger Team for action/resolution
· The TT Lead, working with COE Eng and GCCS reps, will determine the day-to-day work prioritization
· No code changes to the TT software baseline will be authorized without first having a documented PR
· GSPR submission/updating with DISA CMIS database
· GSPR database will be updated twice-monthly with closed TT PRs
· On conclusion of the TT, all outstanding OPEN SCRs will be exported to DISA GSPR database

f.
TT Metrics
· Establish metrics to address each success criteria
· No Priority-1/2 problem reports (PRs)
· Pri –1/2 PR generation vs closure
· All PR generation vs closure
· Functionality equivalence/new functionality completion
· Develop and use comparability matrix between 3.X/4.X functionality
· Stability/Reliability
· Reboots/lockups/forced logouts/etc per week (System LAN)
· Performance
· System resource metrics
· CPU
· Memory
· User Interface response (vs 3.X)
· System Throughput (vs 3.X)

g.
TT Status Reporting
· Weekly Status Reports

· STR and Stability/Reliability metrics weekly
· Performance and Functionality metrics every Stress Test event
· Issues and/or lessons learned weekly
· Out brief to the monthly COE IPR membership
· Status presented at PM/CE Flagship Meeting (20 Feb)

· Stress Test 11-15 Feb
· External TT Eng Drop-1 for applicable COE components *
· Status review to DISA ~29 Mar

· Stress Test 18-22 Mar
· External TT Eng Drop-2 for applicable COE components *
· Tiger Team outbrief to DISA ~30 Apr

· Stress Test 22-26 Apr
· Official TT CM release to DISA


* Engineering Drops posted with Readme files
4.
Mr. Fritz Schulz (COE Engineering Office) provided a brief overview of the "Common Operating Environment (COE) Kernel Platform Compliance (KPC) Security Criteria Protection Profile (KSCPP)", Version 1.d, dated 31 December 2001.  (A copy of the document is provided as a separate attachment to these AOG minutes).

· The draft document describes the basic capabilities of the Kernel Platform Compliance (KPC) reference platform.  It provides a functional and assurance level baseline for KPC platforms.  This document should allow DISA to leverage the NIAP process to improve the KPC assurance level.  COTS vendors are encouraged to identify additional protection levels above that provided by the reference platform.

· Please review the document and provide comments to Mr. Robert DeVenny (703-882-1118, devenn1r@ncr.disa.mil) by 7 February 2002. Each AOG member and vendor representative should provide a single input summarizing their organization's consolidated position.

· A semi-automated test tool for this profile is being developed by DISA.  The tool will help you qualify for the lowest level NIAP credential (i.e., “minimum bar”) to put a box on the network without breaking security.  (Per Mr. Schulz, for national security programs, one would need “more than this”.)  For more information on NIAP, please refer to:  http://niap.nist.gov/ 

Note:  Mr. Wayne Duke asked how this guidance relates to the COE-provided security templates; Mr. Schulz responded that the document pretty much corresponds to the COE Unix (i.e., Posix) environment; but that the higher level abstractions can be applied to the Windows platform as well.  The tool, however, will be Unix-specific.

5.
Mr. Matt O’Brien (SAIC support to COE Security Engineering) presented a COE 4.x Security Update; briefing highlights follow:

a.
Agenda
· Lockdown Status
· IAVA Segmented Patch Release Issue
· Security Tools Status
· Plans
· Background Briefings
· Lockdown Status
· W2KCET 4.5.1.0 Security Lockdown Templates
· IAVA Patch Release Process
· Segment Security Compliance

b.
Lockdown Status
· Windows Security Lockdown Status
· Security lockdown templates for Win2K (W2KCET 4.5.1.0) to be delivered end of Jan ’02 (Implement the Protection Profile Criteria; e.g., discretionary access control or least privilege is implemented through groups access control)
· This delivery will complete 2-step lockdown process (kernel + templates) for all 3 Win2K OSs (i.e., Professional, Member Server, and Domain Controller)

· UNIX Security Lockdown Status
· Security Policy Configuration Tool (SPCFG 4.2.0.0) will use two security templates

· SPCFGD 4.2.0.5 template re-applies kernel security lockdown
· SPVULD will provide security vulnerability fixes not addressed by patch segments (e.g., configuration changes)
· Delivery 1st Qtr ‘02
· SPCFG port to HP-UX 11.0 to be completed 1st Qtr ‘02


c.
Lockdown Issues
· Windows Security Lockdown
· W2KCET 4.5.1.0 contains a number of security enhancements that modify the registry and delete files

· These changes are based upon NSA guidance
· Example: Modify registry to disable access by Novell clients
· Example: Deletion of POSIX and OS2 subsystems
· These changes are documented in W2KCET 4.5.1.0 brief and should be evaluated for compatibility with systems’ CONOPS (concept of operations)

· See Notes Pages of W2KCET 4.5.1.0 briefing for rationale
· Example: Modify registry to disable access by Novell clients
· These changes are made based upon NSA guidance

· Unix Security Lockdown
· Need for a second security lockdown template

· Provide vulnerability fixes throughout operational lifecycle
· SPVULD will enable enhancements to security configuration baseline through configuration changes (e.g., changing a file’s permissions)
· Patch segments will continue to play their usual role

d.
IAVA (Information Assurance Vulnerability Alert) Segmented Patch Release Issues
· Questions about timeliness of COE’s segmented IAVA patch release process
· Patch is not available within 30-day compliance window
· Reasons:
· Complexity of OS patch segment integration testing requirements
· Documentation requirements
· LOE/available resources
· Un-segmented patches made available to COE-based systems to facilitate meeting compliance deadline
· COE Engineering Office evaluating requirements to support 30-day fielding of patch segments
· For more information on the COE IAVA process, see: https://disa-ca.dtic.mil/coeiava/

e.
Security Tools Update
· COE Security team provides a suite of (GOTS and COTS) security tools to be used during the security engineering lifecycle
· These tools are categorized by function and the lifecycle phase(s) in which they are used

f.
Security Tools By Function
· Segment Security Compliance
· UNXSCP
· WINSCP
· Security Configuration Baseline (“Lockdown”)
· MSSCET
· W2KCET
· SPCFG SPCFGD, SPVULD
· Host/Network Security Configuration
· TCP Wrappers
· SSAF (Security Services Architecture Framework)
· (MSSCET, W2KCET & SPCFG)
· Vulnerability Assessment and Monitoring
· Crack
· SARA
· Nessus
· Courtney
· SPI
· SPI-Net
· Anti-virus
· VSCANU (McAfee)
· NAV (Norton)

g
Security Tools in the System Life Cycle

[image: image3.wmf]8

UNCLASSIFIED

UNCLASSIFIED

Security Tools in the

System Lifecycle

Requirements

Definition

System

Lifecycle

Design &

Development

Integration & 

Implementation

Operations &

Maintenance

UNXSCP

WINSCP

Crack

VSCANU

NAV

MSSCET

SARA

W2KCET

Nessus

SPCFG

Courtney

TCP Wrappers

SPI

SSAF

SPI

-

Net



h.
Security Tools:  Something Old, Something New
· COTS security tools evolve just like other technologies
· Something old (deprecated):

· SATAN (superseded by SARA)
· TRIPWIRE (licensing issues)
· Something new (new segments):

· SARA (successor to SATAN)
· Courtney (detects SATAN/SARA scans)
· Nessus (delivery soon)
· COE Security team periodically evaluates COTS security tools

i.
Security Tools:  Description & Availability
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j.
Plans
· Security team will complete suite of GOTS security tools and templates for security configuration baseline (“lockdown”) in 1st Qtr ‘02
· Primary focus will shift to maintenance and enhancement of tools, templates & processes
· Tiger Team Input
· SEWG Input for C2 lockdown templates
6.
Mr. Eric Krum (Mitre, Co-Chair of NTAG) finished presenting an overview of the Windows NT Advisory Group (NTAG) Task Plan for the upcoming year (CY2002); highlights follow:


a.
Purpose
· Present an update on the NTAG and the CY 2002 Task Plan
· Solicit organizations to work with the NTAG on tasks toward a common set of goals

b.
Background
· Sponsored by ESC/DIJ, Software Infrastructure Product Area Directorate (GCCS-AF PMO)
· Meet quarterly in Washington D.C. area
· To get on NTAG list server send an email to:  LISTSERV@LISTS.MITRE.ORG
· In body of the email, type:  SUBSCRIBE DII-COE-NTAG-LIST FirstName LastName
· To send a message to all the people currently subscribed to the list, just send email to:  DII-COE-NTAG-LIST@LISTS.MITRE.ORG 

c.
Ongoing Tasks
· NTAG Input to Application Specifications
· Windows 2000 R&D Wish List
· Emerging Technologies
· Develop Reduced Light/Night Operations Specifications for COE NT-based Platforms
· Heterogeneous Environments

d.
New Tasks
· Define/Update COE Segmentation Processes for Windows
· Investigate the Internet Protocol v6 implementation in Windows
· Develop I&RTS v4.x for Windows XP and .NET
· Update I&RTS v4.x compliance checklist for XP & .NET
· Update I&RTS v4.x security chapter for XP & .NET
· Develop automatic test tools for the W2K, Logo Requirements Test Procedure using Rational Robot
· Develop recommendations for the use of .NET assemblies
· Draft a plan for the design & implementation of a Windows based 5.x kernel – mostly COTS, that maximizes the ability to work in a heterogeneous environment
· Investigate fast user switching
· Investigate the .NET security model
· Investigate the .NET installation technology
· Investigate .NET in a heterogeneous environment – study the bundling of functionality into web services to enable reuse.
Discussion:  Mr. Seldon Morgan (Mitre support to PM Intel Fusion) asked how Mr. Krum’s presentation corresponds to the COE Engineering Office’s position on J2EE, SOAP, XML, etc.  Mr. Rob Walker responded that it is clear that COE-based systems will have to operate in an environment where all the aforementioned technologies will have to peacefully co-exist.  Mr. Walker added that DISA has not yet “bought into XP or .NET”, but that DISA’s goal is to provide a J2EE infrastructure that is compatible with prevailing technologies.  This means that if your infrastructure is .NET-based, you would have to port COE components to .NET.  Per Mr. Walker, is approach is the only way ahead in regard to a cross-platform infrastructure, and that Microsoft-specific functionality is counter to the goal of the COE.  Bottom line:  If AOG customers need an infrastructure that supports .NET, then they must inform DISA soonest.  DISA believes that it is currently too hard to reconcile the heterogeneous environment with the .NET environment.
7.
Mr. Rob Walker presented an update of AOG action item status; briefing highlights follow:


a.
AOG-0106-01 - Develop SRS requirements and list of candidate COTS for process management, including graceful shutdown. (assigned to RTAG, Admin TWG)
· Early investigation into COTS: generally require large, expensive infrastructures
· Per discussion at September AOG, action expanded to include candidate GOTS as well as COTS
· Early investigation into ASAS GOTS solution
· Realtime COE funding (or lack thereof) will determine how far this goes.  Note:  Mr. Walker stated that he doesn't yet have funding for process management/graceful shutdown capabilities.  The Kernel SRS that was originally scheduled to be completed earlier this month has been put on hold pending above-announced "Tiger Team" activities.
· Remains OPEN

b.
AOG-0106-04 - NIMA and DISA will coordinate with Services and Agencies via MCG&I TWG and pertinent PMs to 1) identify which draft JMV APIs to accept and retain in the COE for 4.x life-cycle support, and 2) determine which programs are interested in the C/JMTK Translation Layer and what APIs it should include. (assigned to NIMA, DISA)
· Remains OPEN - due within two months following C/JMTK contract award
· Good response to survey; 500 APIs identified

c.
AOG-0106-05 - Provide guidance to programs on making objects XIS-aware. (assigned to SEWG, DISA)
· Remains OPEN
· SEWG, COP/Viz TWG: Premature to require all objects to be XIS-aware
· Expect draft of guidance as part of XIS’s PGRM (Programmer’s Reference Manual)
· The COE Engineering Office will brief XIS at the February AOG; e.g., what are the components, and how are they used.

d.
AOG-0107-01 - Determine ROM cost for acquiring support contracts for unsupported OSs (assigned to COE Chief Engineer)
· CLOSED, as only Army expressed a requirement for Windows NT COE baselines to be supported beyond NT end-of-life.

e.
AOG-0107-04 - Make recommendation to AOG for additional APM APIs (assigned to SEWG, Kernel TWG)
· Remains OPEN
· Kernel TWG postponed until after SRS is completed.  No date planned.  
· Will be discussed as part of "Tiger Team" activities.

f.
AOG-0107-05 - Distribute letter to AOG with COE position on COTS license responsibility (assigned to COE Chief Engineer)
· Remains OPEN
· When computer issues are resolved, action may be closed at next AOG.

g.
AOG-0107-06 - Clarify license considerations (e.g., enterprise license available) in COE product spreadsheet (assigned to COE Program Manager)
· Remains OPEN

h.
AOG-0107-10 - When it becomes available, distribute letter that clarifies DoD position on 128-bit encryption (assigned to COE Chief Engineer)
· In progress, per Terry Ramey of DISA FMS office 
· Remains OPEN

i.
AOG-0109-04 - Identify candidates for Web COP expert group (AOG members) within two weeks
· Successful kickoff meeting for Web COP Expert Group held 14 Dec 2001 at Eagle facility.  Very good representation from across the AOG.
· Recommend closure.

j.
AOG-0110-10 – Per Navy/SEWG request, provide updated status on ICSF support for late bindings/symbolic groups (assigned to MAJ Bobby Myers)
· Remains OPEN – The Tiger Team will address this action item and report resolution to the AOG.

k.
AOG-0111-02 – What are Service plans (including timetable) for moving COE-based systems to an IPv6 infrastructure?
· Remains OPEN.
· COE office will schedule IPv6 status briefing for the Feb 2002 AOG.

l.
AOG-0112-01 – Provide staff and optionally applications to participate in Tiger Team.  Provide inputs by April AOG. (AOG Members)  
· Initiated Tiger Team 7 Jan 2002.
· Recommend Closure

m.
AOG-0112-02 - Send all members a copy of the Tiger Team management plan after it is coordinated internally. (COE Engineering).  
· Tiger Team Management Plan provided 21 Dec 2001 by COE AOG Electronic Distribution List.  
· Recommend Closure

n.
AOG-0112-03 – Articulate the price point issues and licensing requirements for the IDM products, identifying any recurring costs.  (assigned to IDM Program Office).  
· Remains OPEN.
· Provide when ready.

o.
AOG-0112-04 – Provide a concept of operations for maintaining IDM catalogs and evolving software.  (IDM Program Office).
· Remains OPEN.
· Provide when ready.

p.
AOG-0112-05 – Review the IDM briefing, cost information, and CONOPS and determine whether you are interested in pursuing bringing the IDM components into the COE.  (AOG Members).  
· Provide thirty days after receipt of inputs.  
· Which IDM components, if any, are of interest as COE components?
· Which IDM components, if any, are of interest as mission applications?
· Remains OPEN (Army has provided inputs.)
8.
Mr. Jay Scarano (Mitre; AF COE Chief Engineer) presented Air Force status; the RTAG is meeting on the 21st & 22nd of January in Anaheim, prior to the Open Group Conference.  NTAG is meeting on Jan 30th at Mitre Wilson building; this is a joint meeting of the NTAG and the Security Services TWG.
9.
Mr. Al Miller presented Army status; the Alerts TWG meets 23 Jan at Mitre, Reston, and the Data Access Services TWG meets 24 Jan at Mitre McLean.

10.
Mr. Wayne Duke (NGIT supporting the Navy AOG rep) provided the Navy status update; highlights follow:

a. Navy is happy with the support from DISA & GCCS to help equip the test labs for the Tiger Team.
b. Security template inputs from all SEWG participants, except for TBMCS, were turned over to DISA.  When integrated (needed by mid Feb.).  It will be used by the Tiger Team and there will be another opportunity to make final tweaks.
c. Could DADS (DII Asset Distribution System) be used as a repository for common applications, rather than having to obtain them from the individual S/As?  DISA response: DISA does not wish to be in the Mission Application distribution business – should pass to GCCS.  Issue however, is that the mission apps would then have to be on SIPRNET.  
d. Can the GCCS-M CNTP (Common Network Time Protocol) segment that allows for network time to be synchronized on a LAN be promoted to a COE segment since it is needed by everyone?  DISA response – will evaluate.
e. Dean Baird (Chair of the COP/Correlation TWG) announced the correlation sub-panel would be addressing 5.x issues on how to do plug-ins for correlation/data fusion/integration.  He encouraged interested AOG members to participate.
11.
Mr. John Whittenton provided the DoDIIS status update.  DIA is migrating to a complete Win2K system with Active Directory.  Note that this is NOT a COE-based architecture.  An Active Directory & PKI TEM is planned for the first week of March; please contact Mr. Whittenton for details (John.Whittenton@dia.mil )
12.
Mr. Don Black provided the GCSS status update.  He asked that an action be taken for the COE compliance testers to provide more information or documentation on how they consistently interpret the output of the compliance algorithms used to perform COE compliance testing.

13.
Mr. Walker closed the meeting with the following announcements
a. The next CRCB is scheduled for 30 January at DISA Skyline 7, 5275 Leesburg Pike, Falls Church VA; room TBD

b. The February AOG will be held on 1 February 2002 at 0900 hours, DISA Skyline 7, 5275 Leesburg Pike, Falls Church VA, Room 1N47.

c. DISA plans to recompete the ICSF development contract sometime during CY2002.
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Build Process





System Test LAN

Lab 250

S/W Development Team

Lab 250 (DISA Lab)

STR DB

STR Closed

New STRs or Failed STRs

Customer Release

2 Eng Drops and Final

INRI/Polexis

provide initial software:

 ICSF 4.5 P2 beta

& XIS 4.5.0.2

Review initial STR DB

GSPR & COE

Passed STR

Test results

Stress test

STRs  (go or no go)

Roll up patch

Dev/Unit Test LAN 

Conduct unit test

Lab 250

STR Fixes

Roll up Patch

Updates from

GSPR d/b



Development team has own development and build LANs plus access to their home-sited software libraries.  Unit testing of fixes is conducted on this LAN cooperatively by the tester and the developer.  Each week the approved fixes are rolled-up into a patch for delivery to the testers.  A trial load of this patch is conducted on the Unit test LAN prior to being accepted for load on the System Test LAN.  Patches are delivered with ReadMe docs that detail the changes (STR numbers).  The patch is loaded on the Seg Install Server and from there the rest of the LAN is loaded.  The fixed STRs are verified and some regression testing is conducted.  Any new STRs are recorded in a local STR database.  Fixed STRs are closed in the local database and if they are also GSPRs the COE Engr Office is notified to close that GSPR is also.
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Security Tools:

Description & Availability









Security Tools


			Security Tool			Segment Prefix			Version #			Solaris 7			Solaris 8			HP-UX 11.0			Win NT 4.0			Win2K			Description


			Crack			CRACK			4.0.0.1			X			?												Password-cracking utility


			Crack			CRACK			1.0.0.4									?									Password-cracking utility


			Courtney			CRTNEY			4.5.0.0			X			X												Detects port scans by SATAN and SARA


			NT Security Lockdown Templates			MSSCET			4.5.0.0												X						Defines COE security configuration baseline using Microsoft templates; templates can be configured to be system-specific


			Norton Anti-virus			NAV			4.5.1.0												X			X			Detects viruses and malicious code


			Nessus Security Scanner			NESSUS			4.5.0.0/1.0.9			X			X			X									Scans networks for security vulnerabilities


			SARA			SARA			4.5.0.0/3.4.9A			X			X			X									Scans networks for security vulnerabilities


			Security Policy Configuration Tool			SPCFG			4.2.0.0			X			X												Defines COE security configuration baseline using GOTS templates; templates can be configured to be system-specific


			Security Profile Inspector (SPI)			SPI			4.0.0.0/2.10												X			X			Vulnerability and intrusion detection tool


			SPI-Net			SPINET			4.3.0.0/1.10									X									Vulnerability and intrusion detection tool


			SPI-Net			SPINET			4.0.0.0/1.10			X															Vulnerability and intrusion detection tool


			SPI-Net			SPINET			4.4.0.0/1.10						X												Vulnerability and intrusion detection tool


			SSAF			COESS NSSLIB			4.4.0.0/4.4.0.1 4.4.0.0/4.4.0.1			X			X			X			X			X			Provides client-server communications security using SSL and DoD PKI certificates


			TCP Wrappers			TCPW			4.0.0.0			X			?												Used to monitor and filter connections to network services


			TCP Wrappers			TCPW			4.3.0.0									X									Used to monitor and filter connections to network services


			UNIX Security Compliance Process			N/A			1.2.0.0			X			X			X									Segment security compliance tool


			VirusScan for UNIX			VSCANU			4.0.0.0/4.7			X			?												Detects viruses and malicious code


			VirusScan for UNIX			VSCANU			4.3.0.0/4.12.0									X									Detects viruses and malicious code


			Windows Security Compliance Process			N/A			1.2.0.0												X			X			Segment security compliance tool


			Win2K Security Lockdown Templates			W2KCET			4.5.0.0															X			Defines COE security configuration baseline using Microsoft templates; templates can be configured to be system-specific


			Key			X			Segmented and tested


						?			Segmented, but not tested for OS
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Security Tools


			Security Tool			Segment Prefix			Version #			Solaris 7			Solaris 8			HP-UX 11.0			Win NT 4.0			Win2K			Description


			Crack			CRACK			4.0.0.1			X			?												Password-cracking utility


			Crack			CRACK			1.0.0.4									?									Password-cracking utility


			Courtney			CRTNEY			4.5.0.0			X			X												Detects port scans by SATAN and SARA


			NT Security Lockdown Templates			MSSCET			4.5.0.0												X						Defines COE security configuration baseline using Microsoft templates; templates can be configured to be system-specific


			Norton Anti-virus			NAV			4.5.1.0												X			X			Detects viruses and malicious code


			Nessus Security Scanner			NESSUS			4.5.0.0/1.0.9			X			X			X									Scans networks for security vulnerabilities


			SARA			SARA			4.5.0.0/3.4.9A			X			X			X									Scans networks for security vulnerabilities


			Security Policy Configuration Tool			SPCFG			4.2.0.0			X			X												Defines COE security configuration baseline using GOTS templates; templates can be configured to be system-specific


			Security Profile Inspector (SPI)			SPI			4.0.0.0/2.10												X			X			Vulnerability and intrusion detection tool


			SPI-Net			SPINET			4.3.0.0/1.10									X									Vulnerability and intrusion detection tool


			SPI-Net			SPINET			4.0.0.0/1.10			X															Vulnerability and intrusion detection tool


			SPI-Net			SPINET			4.4.0.0/1.10						X												Vulnerability and intrusion detection tool


			SSAF			COESS NSSLIB			4.4.0.0/4.4.0.1 4.4.0.0/4.4.0.1			X			X			X			X			X			Provides client-server communications security using SSL and DoD PKI certificates


			TCP Wrappers			TCPW			4.0.0.0			X			?												Used to monitor and filter connections to network services


			TCP Wrappers			TCPW			4.3.0.0									X									Used to monitor and filter connections to network services


			UNIX Security Compliance Process			N/A			1.2.0.0			X			X			X									Segment security compliance tool


			VirusScan for UNIX			VSCANU			4.0.0.0/4.7			X			?												Detects viruses and malicious code


			VirusScan for UNIX			VSCANU			4.3.0.0/4.12.0									X									Detects viruses and malicious code


			Windows Security Compliance Process			N/A			1.2.0.0												X			X			Segment security compliance tool


			Win2K Security Lockdown Templates			W2KCET			4.5.0.0															X			Defines COE security configuration baseline using Microsoft templates; templates can be configured to be system-specific


			Key			X			Segmented and tested


						?			Segmented, but not tested for OS
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Security Tool


Segment 


Prefix


Version #


Solaris 7 Solaris 8


HP-UX 11.0


Win NT 4.0


Win2K


Description


Crack CRACK 4.0.0.1 X ? Password-cracking utility


Crack CRACK 1.0.0.4 ? Password-cracking utility


Courtney CRTNEY 4.5.0.0 X X Detects port scans by SATAN and SARA


NT Security Lockdown 


Templates


MSSCET 4.5.0.0 X


Defines COE security configuration baseline using Microsoft 


templates; templates can be configured to be system-specific


Norton Anti-virus NAV 4.5.1.0 X X Detects viruses and malicious code


Nessus Security Scanner NESSUS 4.5.0.0/1.0.9 X X X Scans networks for security vulnerabilities


SARA SARA 4.5.0.0/3.4.9A X X X Scans networks for security vulnerabilities


Security Policy 


Configuration Tool


SPCFG 4.2.0.0 X X


Defines COE security configuration baseline using GOTS 


templates; templates can be configured to be system-specific


Security Profile Inspector 


(SPI)


SPI 4.0.0.0/2.10 X X Vulnerability and intrusion detection tool


SPI-Net SPINET 4.3.0.0/1.10     X Vulnerability and intrusion detection tool


SPI-Net SPINET 4.0.0.0/1.10 X   Vulnerability and intrusion detection tool


SPI-Net SPINET 4.4.0.0/1.10   X Vulnerability and intrusion detection tool


Key X Segmented and tested


? Segmented, but not tested for OS
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Security Tools


			Security Tool			Segment Prefix			Version #			Solaris 7			Solaris 8			HP-UX 11.0			Win NT 4.0			Win2K			Description


			Crack			CRACK			4.0.0.1			X			?												Password-cracking utility


			Crack			CRACK			1.0.0.4									?									Password-cracking utility


			Courtney			CRTNEY			4.5.0.0			X			X												Detects port scans by SATAN and SARA


			NT Security Lockdown Templates			MSSCET			4.5.0.0												X						Defines COE security configuration baseline using Microsoft templates; templates can be configured to be system-specific


			Norton Anti-virus			NAV			4.5.1.0												X			X			Detects viruses and malicious code


			Nessus Security Scanner			NESSUS			4.5.0.0/1.0.9			X			X			X									Scans networks for security vulnerabilities


			SARA			SARA			4.5.0.0/3.4.9A			X			X			X									Scans networks for security vulnerabilities


			Security Policy Configuration Tool			SPCFG			4.2.0.0			X			X												Defines COE security configuration baseline using GOTS templates; templates can be configured to be system-specific


			Security Profile Inspector (SPI)			SPI			4.0.0.0/2.10												X			X			Vulnerability and intrusion detection tool


			SPI-Net			SPINET			4.3.0.0/1.10									X									Vulnerability and intrusion detection tool


			SPI-Net			SPINET			4.0.0.0/1.10			X															Vulnerability and intrusion detection tool


			SPI-Net			SPINET			4.4.0.0/1.10						X												Vulnerability and intrusion detection tool


			SSAF			COESS NSSLIB			4.4.0.0/4.4.0.1 4.4.0.0/4.4.0.1			X			X			X			X			X			Provides client-server communications security using SSL and DoD PKI certificates


			TCP Wrappers			TCPW			4.0.0.0			X			?												Used to monitor and filter connections to network services


			TCP Wrappers			TCPW			4.3.0.0									X									Used to monitor and filter connections to network services


			UNIX Security Compliance Process			N/A			1.2.0.0			X			X			X									Segment security compliance tool


			VirusScan for UNIX			VSCANU			4.0.0.0/4.7			X			?												Detects viruses and malicious code


			VirusScan for UNIX			VSCANU			4.3.0.0/4.12.0									X									Detects viruses and malicious code


			Windows Security Compliance Process			N/A			1.2.0.0												X			X			Segment security compliance tool


			Win2K Security Lockdown Templates			W2KCET			4.5.0.0															X			Defines COE security configuration baseline using Microsoft templates; templates can be configured to be system-specific


			Key			X			Segmented and tested


						?			Segmented, but not tested for OS
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Security Tool


Segment 


Prefix


Version #


Solaris 7 Solaris 8


HP-UX 11.0


Win NT 4.0


Win2K


Description


SSAF


COESS 


NSSLIB


4.4.0.0/4.4.0.1 


4.4.0.0/4.4.0.1


X X X X X


Provides client-server communications security using SSL and 


DoD PKI certificates


TCP Wrappers TCPW 4.0.0.0 X ? Used to monitor and filter connections to network services


TCP Wrappers TCPW 4.3.0.0 X Used to monitor and filter connections to network services


UNIX Security Compliance 


Process


N/A 1.2.0.0 X X X Segment security compliance tool


VirusScan for UNIX VSCANU 4.0.0.0/4.7 X ? Detects viruses and malicious code


VirusScan for UNIX VSCANU 4.3.0.0/4.12.0 X Detects viruses and malicious code


Windows Security 


Compliance Process


N/A 1.2.0.0 X X Segment security compliance tool


Win2K Security Lockdown 


Templates


W2KCET 4.5.0.0 X


Defines COE security configuration baseline using Microsoft 


templates; templates can be configured to be system-specific


Key X Segmented and tested


? Segmented, but not tested for OS
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Security Tools in the

System Lifecycle





Requirements

Definition

System

Lifecycle

Design &

Development

Integration & 

Implementation

Operations &

Maintenance

UNXSCP

WINSCP

Crack

VSCANU

NAV

MSSCET		SARA

W2KCET		Nessus

SPCFG		Courtney

TCP Wrappers	SPI

SSAF		SPI-Net
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