Proposal for a New Format for the COE Java Segments

(Background material for AOG AI-0204-03 and AI-0204-04)

12 April 2002

Background:

As discussed at the April AOG, the COE Engineering Office is recommending a new way of packaging the Java 1.2, 1.3, and 1.4 JREs.  The goal is to minimize the impact to segments and systems when a new JRE version is made available or an old one is determined to be vulnerable.  The proposal below is slightly different from that briefed at the AOG.  It incorporates some changes requested by the ICSF developer and Tiger Team management to support the Tiger Team’s ICSF delivery.

Proposal:

1. Rather than packaging multiple versions of the JRE in a single segment, package each JRE separately.  Each segment will contain the appropriate font packages and operating system patches.  Multiple versions of these segments can be loaded on a system.

2. Modify the JAVA2 segment so that it contains a default JRE. This will minimize the impact of JRE changes on segments.  JAVA2 4.6.0.0 containing 1.3.1_03 would be the first segment to support this concept.

3. Provide a capability for the new Java segments to update the topmost JAVA2 4.4.1.0 directories with a newer version of the JRE.  This is for systems that are unable to migrate to newer versions of the JRE because existing segments rely on the current JAVA2 segment architecture or JRE versions.  

4. To invoke, the default JRE, developers would do a COEFindSeg on JAVA2 and append the /bin directory to /h/COTS/JAVA2.  If a new version of the JRE was loaded and made the system default, the segment would automatically use that version without any recoding.

For reference, the contents of the current JAVA2 4.4.1.0 segment and the proposed new segments are included at the end of this paper.

If a system wants to continue to use the versions of the JRE in that segment and use the most current version as the default, they do not need to take any action.  If a system wants to continue to use the versions of the JRE in that segment, but wants to make a more current version the default, they need to follow the steps below.

If a system has no need to use the vulnerable versions of the JRE, it should install the new JAVA2 4.6.0.0 segment.  JAVA2 4.6.0.0 does not contain any versions of Java that are currently known to be vulnerable.  Installing it will make JRE version 1.3.1_03 the default JRE.

To migrate to newer versions of the Java JRE such as 1.4, follow the process below:

1. Ensure that JAVA2 4.4.1.0 or 4.6.0.0 is installed.

2. If you want JRE 1.4 to be the system default, install J2JRE_1.4.

3. After segment installation, manually invoke the script contained in the J2JRE_1.4 segment that removes the links in the JAVA2 segment and copies the J2JRE_1.4 JRE into the topmost “bin,” “lib,” “plugin,” and “man” directories of the JAVA2 segment.  This will make JRE 1.4 the default in the JAVA2 segment.

When the J2JRE_1.4 segment is deinstalled, it will check to see if it is the system default by running "java - version".  If it is the system default, it will notify the administrator via COEMSG, so that they can reset the default version, if appropriate.  The version under JAVA2 will remain intact until the administrator takes action.

If you want JRE 64-bit support or “unlimited” strength JCE policy files, install the appropriate segments.  During installation, they will check under the JAVA2 segment to see if they should install their files there as well.  In other words, the 64-bit support and policy files may be copied to two places:  in JAVA2 if its JRE is the system default and in the corresponding JRE segment as well.
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		Java 2 Platform Standard Edition (J2SE) JRE

		Segment Name		Segment Prefix		Directory Name		Version		Requires

		Java Platform 2		JAVA2		JAVA2		4.6.0.0		None

		J2SE JRE 1.2.2_011		J2JRE		J2JRE_1.2.2_011		4.6.0.0/1.2.2_011		None

		J2SE JRE 1.3.1_03		J2JRE		J2JRE_1.3.1_03		4.6.0.0/1.3.1_03		None

		J2SE JRE 1.4		J2JRE		J2JRE_1.4		4.6.0.0/1.4		None

		J2SE JRE 64bit 1.4		J264RE		J2JRE_64bit_1.4		4.6.0.0/1.4		J2SE JRE 1.4

		J2SE JRE JCE Policy 1.4		J2JCER		J2JRE_JCE_1.4		4.6.0.0/1.4		J2SE JRE 1.4
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